TexXxHUYKU ycnosu

Mpenopy4yeHe GYHKUMOHANIHOCTU XOTCNOTA

LlekonynHa mHcTanaumja wireless hotspot pelerba ocnarba ce Ha NPETNOCTaBKY NOCTOjakba OMNTUYKMX,
xDSL, kabnoBckMx wmam wireless nMHKoBa Kojuma ce obesbehyje npuctyn WHTepHeT caobpahajy,
NnoBe3nBakbe NPUCTYNHUX Ta4YaKa Y jeAMHCTBEH CUCTEM.

MpeTnocTaBKa je Aa ce WMHcTanauuja obas/ba Ha MecTMMa OJ OMLUTEr MHTepeca Yy rpaay (napKosw,
LIeTanuLLITa, LeHTap rpajaa, WKo/ACKa ABOPULLITA U CINYHO).

Bpoj HeonxogHMx access point A 6p3nMHe MHTEepHET nNpuctyna he 3aBUCUTM Of /IOKaLMje Ha KOojoj ce
onpema MHCTanunpa Te o4, o4eKknBaHor 6poja KopucHuKa becnnatHor WiFi nHTepHeTa. Mpenopyka je ga
ce 3a 20 uctospemeHo nosesaHux WiFi hotspot KopncHuka ob6e3beam MHTEPHET NPUCTYN 04 MUHUMYM 4
Mbps, a 3a 100 KopucHMKa muHUMyM 20 Mbps. Mpenopyyyje ce LeHTPaM30BaHM MHTEPHET NPUCTYN 3a
cBe wireless npucTynHe Tayke y rpaay.

Y cnyyajy aa Tpeba obe3beamtn nokpmuseHocT Behux nospwuHa WiFi curHanom, npenopyka je aa ce
MHCTanupa Bule access pointa mehycobHo nosesaHux MESH TexHonorujom. KopucHuumM npucrtynajy
Mpexu npexko 802.11 b/g/n craHmapaa W HenuueHumpaHor ¢pekBeHuUmjckor oncera 2.4 GHz.
EseHTyanHn MESH nuHKoBM ynoTpebsbasajy 802.11a/n craHgapa, 5 GHz oncer (5,5 — 5,7GHz),
HeMUEHLMPaH.

MoryhHOCT BpeMeHCKOr orpaHuyera NpucTyna WMHTEpPHeTy No MojeAMHOM KOPMCHUKY (HNp. Tpajakbe
jeaHor cnajarba o4 30 muHyTa)

MoryhHoct BapujabunHor orpaHuuyasarba 6p3vHe npuctyna no KOpUCHUMKY (Hnp. 256 kbit/s no
KOPUCHUKY y nepuoauma senukor ontepehera u 4 Mbit/s kaga y cuctemy Hema ontepeherba);

MoryhHoct Kopuwherba jegmuHcTBeHor SSID (HasuBa WiFi mperke) Ha CBMM NPUCTYNHUM TayaKama.
MoxkesbHa je noAplUKa Kpeuparba BulecTpykux SSID-oBa y ciydajy KopuwTera wireless access pointa y
HeKe gpyre cpxe (MapKUHT KOHTPOJY, Aa/bUHCKO OYMTaBaHE U CINYHO)

MotpebHo je omoryhutn ocHoBHe curypHocHe (firewall) 1 QoS ¢yHKUMOHanHOCTM (3awTmTa of DoS
Hanaza y oba cmepa, paBHOMepHa pacrnofenia AOCTYMHOr MHTEPHETa 33 CBE KOPUCHUKe, AeTeKuuja u
orpaHuyaBambe P2P (peer-to-peer) caobpahaja, 06e36eamUTh NPMBATHOCT KOPUCHWUKA U C/IMYHO.

MoryhHOCT UeHTpPann30BaHOr ynpaB/batba, HaArnedarba, €BUAEHTMpakba (noroeaka), Aobujatba
CTaTUCTMYKKUX NoJaTaKa (bpoj KopucHukKa, Tun caobpahaja, ontepeheHOCT AMHKOBA U CIUYHO)

MoryhHOCT peaupeKkumje NpuAMKOM noyeTka Kopuwherwa hotspot cepsuca (HNP. Ha HEKM TYPUCTUYKM
cagpxajy rpagy)

EHepretckn npuctyn o 230 V Ha cBakoj nokauuju. ConapHO Hamajakbe Ha MeCcTMma rae npuctyn
e/IeKTPUYHE eHeprunje Huje moryhe nam Huje ncnaaTMeo U3BeCTU. PeannsoBaTn HENPEKMAHO Hanajame.

3a access pointe je noxesbHO Aa byay MHCTaNMPaHU y aHTM-BaHAan KyhuwTa oTnopHa Ha aTmocdepcke
yTuUaje, ca cteneHom 3awTtute IP 66. 3a BeXnYHe Tauyke NoXes/bHO Kopuwhere eKCTePHMX aHTeHa
(cekTOpCKMX 1 OMHM). Ofabup aHTeHe 3aBUCK O MECTa Ha KojeM ce access point MHcTanupa. MNpuankom
WMHCTafaumMje BOAMTU payvyHa fa y 30HY MOKpMBaArba He ynagajy ctambeHe 3rpage ca Behum 6pojem
pe3ngeHLMjanHNX KOPUCHUKA.

Ha nokauujama rge Huje moryhe ocurypaTu KBanuTeTaH MPUCTYN MHTEPHETY nNyTem GUKCHE MpeXKe,
npenopyuyje ce kopuwherbe 3G/4G eKCTepHMX KapTULA 32 MPUCTYMNHE TayKe, YKOAMKO je moryh npuctyn
uHTepHeTy nytem 3G/4G LTE ycayre mobunHux onepartopa.



Mpenopy4yeHe dyHKunoHanHoctn NAMETHE LUKOJIE

NHbOpPMaLMOHO-KOMYHUKALMOHE TeXHO/oTMje, Y3 afeKBaTHe U edUKacHe Mepe ApKkasBe, Npuspese,
WMHCTUTYUMja U OCTaINX PeseBaHTHUX YMHMUIALA MOTy M Tpeba Aa NMocTaHy OCHOB €KOHOMCKOT pacTa U
Noc/sI0BHE MHOBATUBHOCTU. OBe TEXHOIOTUjE CY NMPUCYTHE Y CBMM chepama CaBPEMEHOT KNBOTA.

04 BenuKe BaXKHOCTM je Aa ce Npeno3Ha 3Hayaj MMniemMeHTaumje MHGOPMALMOHUX U KOMYHUKALUMOHMX
TeXHO/I0TUja y CBaKOAHEBHOM QYHKLMOHUCAY 0BPasoBHUX MHCTUTYLM]a.

Y OCHOBHMM W cpegtum WKonama y Al BojsoauHM je noTpebHO peanv3oBatM M MPOjeKTOBATH
pavyHapcKy Mpexy yHyTap 0b6jeKTa, Kao M BeXMYHO XOTNCMNOT pellerbe YHYTap LWKOAEe U Yy ABOPULITY
wKone. MoTpebHO je ycnocTaBUTM KOHTPOAY NpuUCTyna U Kopuwherwa MHTEPHET cagprKaja y WKOAU.
MotpebHo je carnepaTv noTpebe M NPoOjeKTOBaTU KanauuTeTe AOBO/bHE Aa MOAPNKE HOBE TEXHONOTUje
Koje gonase y 6auckoj 6yayhHocTty.

MpeXHy MHOPACTPYKTYpYy YHYTap LWKOJe NPOjeKTOBaTM W Peann30BaTM MO KOHUEMNTY CTPYKTYpHOr
Kabnuparba y 3Be3gactoj Tonosorunju. MNpojekTom nNpeasuaeT Aa CBe KaHuenapuje, y4YMoHuue u
KabuHeTn byay onpem/beHN MUHUMYM Ca ABe MpexHe yTuyHuue. MNpeasuaetv ga CBaku payvyHap y
KabuHeTy MHPOpPMATMKE MMa CBOje padvyHapcko mecto. Ob6e3beauTtn goBosbaH 6poj pavyHapa ca
MOHUTOPUMA Y KabUHETY MHGOPMATMKE, TAKBUX TEXHUYKUX KapaKTEpPUCTUKA Aa ce 0be3bean HecmeTaH
npouec nssohera HactaBe MHOPMATMKE. PauyHapu Mopajy MMaTW MHCTaZIMpaH fieraiaH onepaTmBHU
cucTem.

MpojekTom npeasuaetTm uHctanauujy JIAH ceuueBa ca nogplukom 3a PoE ctaHpapa (IEEE 802.1 af u
802.1 at), VLAN tagging (802.1 q), Spanning Tree npotokon (IEEE 802.1 d), Te npeasnaet1 ga UctM umajy
[OBO/bHO MoOpTOBa 3a nocTtojehe pagHe cTaHuue, wTtamnadve, UM Kamepe, NpucTynHe Tauyke (access
points) Kao M HEONXOAHY pe3epsy.

MpojeKkToBaTM KOMYHMKALMOHE pa3BoAHe OpMaHe TakBe Aa omoryhe MHCTanaumjy KoMnneTHe akTUBHe
M nacvBHe onpeme noTpebHe 3a HaBeaeHe cepsuce. MpeaBUAETU MaBHM Pa3BOAHM OPMaH TakaB Aa
omoryhu HakHagHy yrpagmy eBeHTyanHo noTpebHux rackmount cepsepa. MHcTanaumje Ha objekTMMa
MOpajy 3a40B0O/bUTU CBE NPONMCaHe CTaHAAPAE M He CMejy HapyluaBaTu usrnes, objekra.

MpojekTom NpeaBnaeTM UHCTaNaumjy 6eXMYHOr XOTCNOT pellera ca ONTUMaNHUM Bpojem NPUCTYNHUX
Tayaka. BeMuHy Mpeky NpojeKToBaTM M PeannsoBaT TaKo A3 MOKPWMBEHOCT Y LEN0j WKOAM WU
ABOpUWTY Byae WTO KBAaAUTETHMjA, Te Aa BPeAHOCT curHana He 6yae ucnog -65dB. Mpu opabupy
NPUCTYMHUX TayaKa BOAUTM padyHa Aa UCTM NOAPKE MUHUMANHO 50 MCTOBPEMEHNX KOHEKLM]a.

MpenopyyeHe ¢pyHKumnoHanHoctu BE3SBEAHE YCTAHOBE

Mpenopyuyje ce MHCTanauMja Kamepa BMUCOKe pesonyumje (Hnp 600 TVL) 3a Buaeo Hagsop obpasoBHe
yctaHoBe. Kamepe 6u Tpebane pa wmmajy MOryhHOCT jacHOr CHMMaka W Yy YCNOBMMA HUCKe
OCBET/bEHOCTU- Kamepe Tpeba p[a wumajy faH-Hoh oyHKuMjy. Ha mectuma rpe je HepoBOJbHA
OCBET/bEHOCT Yy TOKy Hohu, npenopyKka je KopuwTtere IP ocseT/bmBayva. Opabup IP ocseT/bmBava
YCKNagMTM ca NPOCTOPOM KOju ce CHMMa (yrao M pacnoH) Kao U 06jeKTMBOM KOjW je MHCTaAupaH Ha
Kamepwu. Kamepe 3a cnosbHU BUAEOHafo030p Tpebajy Aa byay oTnopHe Ha aTmocdepcke yTuLaje, cteneH
3awTtmute IP 66, y KyhuwTy HamereHMM 3a Crno/bHY MOHTA)Ky Ca rpejayuma M BeHTUAaTopuma.
MpenopyKa je Aa ce LeNoKyNHU BUAEO maTepwnjan cknagmwth Ha nokanHu NVR (nam DVR). CknaamwHm
(storage) npuctyn NVR-a Tpebano 6u ga obesbeam cHumarbe BMAEO MaTepujana ca CBUX Kamepa y
Tpajarby 04, MMHUMYM 7 AaHa. 3a Kamepe nNpeasuaeTv MOHTaXy Yy BaHOAn pecuctanT kyhuwTa, Ha
MeCTMMA e je TO HeonxoaHo. PeannsoBaTn HENPEKUAHO Hanajake. LlenokynHy uHcTanauujy Tpebano
61 N3BECTM Yy CKIaZy Ca NO3UTUBHUM 3aKOHCKMM NMPONUCUMA.



MNpenopy4yeHe GYHKLUMOHANHOCTM BUAEO HAA30pPa HA PAaCKPCHULIAMA paaun nobosbliaka 6e36eaHOCTU
caobpahaja u rpahaHa — rpaacKka BUAEOHAA30PHA Mpe3Ka

Mpenopyyyje ce MHCTanauuMja Kamepa BUCOKe pesosiyumje 6asmpaHe Ha IP TexHonnrmju (Hnp. 2Mp IP
Kamepa MUHMMYM) 3a packpcHuue. Kamepe 6u Tpebane aa vmajy mMoryhHOCT jacHOr CHUMarba U Y
YC/IOBUMA HUCKE OCBET/bEHOCTU-Kamepe Tpeba Aa umajy gaH-Hoh GyHKUMjyY.

Ha mectuma rae je HegoBO/bHa OCBET/bEHOCT Yy TOKY HOhM, NpenopyKa je KopuwTere IP ocBeT/buBava.
Opnabup IP ocBeT/bMBaYa yCKNaAUTM Cca MPOCTOPOM KOjU ce CHMMa (yrao U pacrnoH), Kao 1 objekTneom
KOju je MHCTanMpaH Ha Kamepw.

Kamepe Tpebajy aa 6byay oTnopHe Ha atmncdepcke yTuuaje, cTeneH 3awTute IP 66, y kyhuwty
HaMeHEeHUM 33 CNOJbHY MOHTAXKy Ca rpejaymma 1 BeHTuaaTopuma.

Mpenopyka je Aa ce UeNoKynHM BUAEO maTepujan cknaamwTh Ha nokanHu NVR (nnm DVR).

CknaguwHu (storage) npoctop NVR-a Tpebano 6u ga obesbean cHMMare BUAEO MaTepujana ca CBUX
Kamepa y Tpajakby 04 MUHUMYM 7 AaHa.

Mpenopyka je ga ce omoryhu gas/bMHCKM NPUCTYN CUCTEMY Y LW/bY LLEHTPAZIM30BaHOT MOHUTOPUHTIA 04,
CTpaHe no/AuuMje WAN HeKe Apyre ayTOpu3OoBaHeE CUTYPHOCHe cAayXbe 3a packpcHuue. JIMHKoBe
HeonxoAHe 33 MOHUTOPUHT 06e36eaMTH Npeko noctrnjehmx xDSL, onTUYKKMX MK wireless AnMHKoBa.

MpenopydyeHa je MHCTanauMja cucTema BMAEO Hag30pa Yy 30HaMa Of OnwTer MHTepeca y rpaay ca
Harnackom Ha nosehake curypHoctu y caobpahajy. Cucrem Buaeo Haasopa 6u Tpebano 6u ga byage
u3BedeH ca csBMm HeonxogHum enemeHtuma (NVR/DVR, Kamepe, ocset/bmBaum, UPS un canuHo).
LlenoKynHy uHctanaumjy Tpebano 6u nsBectn y cknagy ca nosMTMBHUM 3aKOHCKMM MPONMCcUMMma.



